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Definitions

Thefollowingexpressionare usedthroughoutthis document with the meaningsassignedelow:

a.

“AuthorisedPersonnel for examplethe ViceChancelloandChiefExecutiveDirector of

Finance and Resources, and Head of Information Assurance. The IT Service Desk will maintain
a list of authorised staff.

“Authoriseduser’ meansauserwhoisregisteredwith the Universityto useanITResourcer

set of Resources for a particular purpose or purpogesterm “authorised usé shall be

interpreted accordingly.

“CounterTerrorismand SecurityAct’ meansthe CounterTerrorismandSecurityAct2015and

all subsequent relatekbgislation.

“DataProtectionLegislatiori meansthe DataProtectionAct1998 and General Data

Protection Regulation (GDP&)dall subsequentelated legislation


https://www.worc.ac.uk/ict/securestorage.html
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2.1

3.1

3.2

3.3

SCOPE

Theregulationsdetailedin this documentapplyto anyoneusinglTResource$or anypurposeat
the University including staff (temporary and permanent), students and visifbingsincludes
personally owned equipment connected to the Univergigtaorkfromanexternallocation, or
on UW premises

TheseRegulationshouldbe readin conjunctionwith the University’dnformation Security
Policy.

The University provides access to external services including Internet access via the Joint
Academic Network (JANET). JANET is the garaa both to an electronic communications
network and a collection of electronic communications networking servicef@sdurces that
supportthe requirements ofthe UK higher and further education and research community.
The University may ontake advantageof the benefitsof thisaccesshroughclearadherenceo
the AcceptabldJsePolicyspecified nationally for alANETsers.

It isthe responsibilityof all authorisedusersof UWITResource$o ensurethat theseResources
are used for appropriate University purposes and in a manner that does not compromise the
University its employeesstudentsor associatedtaffin anyway. AnypersonusinglTResources
mustabidebytheselTregulations. Toensurethat ITResourcearenot abusedhe University
retainsthe right to selectivelymonitor networktraffic andto takeanyappropriate actionif
improperuseisidentified.

The University takes a strict approach to breaches of these regulatidrish will be dealt with in
accordance with UW'Bisciplinary Proceduse

DISCLAIMER

The University undertakes to provide and operate its IT Resources with reasonable care and
skill. Howeverthe Universityacceptsno liability for anylossor damagean authoriseduser(or

any usermaysufferfrom anyfailure or malfunctionof the UniversitylTResourcesr anyparts
thereof.

USER RESPONSIBILITIES

ITResourceare providedfor the purposeof teaching researchgducationandassociated
support.

Membersof the Universitymayusea UniversitylTResourcerovidedthat they areauthorised
users.

Authorisedusewill alsobe providedto anyoneworkingwith or at the University subjectto the
discretion of Authorised


https://www.worcester.ac.uk/informationassurance/content_images/Information_Security_Policy_v_1.1_July_2017.pdf
https://www.worcester.ac.uk/informationassurance/content_images/Information_Security_Policy_v_1.1_July_2017.pdf
https://community.ja.net/library/janet-policies

3.6 Tocomplywith theseRegulationginauthoriseduserof a UniversitylTResourceshall:

a)

b)

c)

d)

Comply with applicable legislation and case law.

Complywith the Information Security Poli@ndother Regulation®r Policiesapprovedby the
University andwhicharelisted on themainUniversityPoliciesandProceduresvebsite.

Adhereto the termsandconditionsof alllicenceagreementgelatingto Universityl T

Resources which thayseincluding software, equipment, services, documentation and
other goods. Thispecifically includes the use of online library learning resources, including
datasets, databases;@oksande-journalswhicharesubscribedo bythe University.

Theseare protectedby copyrightand license agreements. Users wdre not covered by

these license agreementsill be blocked from accessing these resources.

When processing personal data ensure full compliance with all obligations under Data
Protection Legislation. The University maintains information under the current legislation
that should cover most data used for academic purposes, but users are respémsibl
ensuring that any particular use of personal data complies Wi Data Protection Act
2018and any other relevant legislation. In cases of doabtjice should be sought from

the University’s Data Protectiddfficer.

Haveprimaryresponsibilityfor the securityandbackup of their work anddata.

Exercisalue careandconsideratiorfor the interestsof the Universityandother users,
including the efficient usef consumables and other resources. In particular, they shall not
engage in activitiegith the followingcharacteristics:

Misuse of IResources;

Corruptingor destroyingother users'data;

Violatingthe privacyof other users;

Disruptingthe work of other users;

Usingthe networkin anywaywhichdeniesserviceto other users;
Continuingo useanitem of softwareor hardwareafter receivingarequest
to ceasdrom the AuthorisedPersonnel;

Wasting support staféffort;
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X If datastoredon amobile deviceis not backedup by the userit couldbe completelylostif the
deviceis stolenor fails;

X Anysensitivedatastoredon amobiledevicewould be compromisedshouldit be stolen or
lost.

5.2 TheUniversityaimsto ensurethat effectivemeasuresarein placeto protect theuseof mobile
computing, communication and storage devices. All UW employeesmsibide computing
devices (laptops, tabletetc.), mobile communication devices (mobile phones, siplaones etc.)
and mobile storage devices (USB memory sticks, CD/Pal@)sto access UW resources in public
places, meeting rooms, and other unprotected areas both within and outside the University of
Worcester campus are expected to comply with @@pectof the Policy. This appliegjuallyto
informationstoredon or accessediahomePCslaptops, tablets, etc

5.3 Mobile Computingdeviceausedby contractors,or third parties,to accesshe UWnetwork,
applications, and/or data are subject to the RequlationandInformationHandling
Guidelines g(r)14 (CID510 Td ( -0 0 11.04 131.26060 Tc 0 Tw0d8.8 (i) ( (a)-0.9 (1)-3.6 (i)-0.9 (0)-7.2 (n)’




6.

6.1

6.2

6.3

6.4

7.

encryption of their personal computers should be aware that there are pitfalls, including the
potentiallossof accesdo datashouldthey forget the masterpassword.

COMMERCIAL USAGE

Unless otherwise expressly indicatélde UniversitylTResources and software supplied by or
through the University are for educational or organisational use only. lvanl is to involve
commercialusagethis should be reported to the IT Service Desk in the first instance.

Commercialisageof softwaresuppliedunder“educationaluseonly” agreementss permitted
only if explicit written approval has been obtained frdme supplier ofthe software, and
consequentiallywithout suchexpressauthorisation,suchusewill be amisuseunderthe terms
of theseRegulations.

Where IT Resources are to be used in connection with research grants, short courses or
contractsinvolvingspecifigorovisionfor computingcosts thisfact mustbe communicatedo the
IT Service Desk.

Any software, process or other invention developed by a member oftiieersity using
UniversitylTResourcemustnot be commerciallyexploitedwithout the prior consentof the

University.

SECURITY OF PAYMENT CARD AND PAYMENT DATA
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